
SUBPROCESSOR LIST

Effective Date: 2026-10-30

This document identifies (i) the third-party subprocessors authorized by Third Person 

Systems LLC (d/b/a "LinkMCP") to process Personal Data on behalf of customers in 

connection with the LinkMCP service and (ii) certain additional third-party providers 

disclosed for transparency.

Sections 1 through 4 below identify the current authorized subprocessors for the service. 

LinkMCP has entered into written agreements with each such subprocessor requiring it to 

process Personal Data in accordance with applicable data protection laws and LinkMCP's 

instructions.

Section 5 below describes additional third-party providers used for LinkMCP's own website 

analytics, sign-in, email to account holders, billing, financial operations, or internal business 

operations. They are disclosed for transparency only and are not part of the authorized 

Subprocessor List under the applicable DPA unless and until LinkMCP expressly identifies a 

listed provider as an authorized subprocessor for the processing of Personal Data on behalf 

of customers.

Personal Data processed on behalf of customers is processed only by the authorized 

subprocessors listed in Sections 1 through 4 below, within the jurisdictions and for the 

purposes specified. Section 6 describes how LinkMCP gives notice of changes to this list.

1. PLATFORM INFRASTRUCTURE

Always active. These subprocessors run the LinkMCP platform (hosting, backups, 

monitoring, error tracking, and transactional email) and cannot be disabled on a per-

customer basis.



1.1 DigitalOcean

a. Entity Name. DigitalOcean, LLC.

b. Purpose of Processing. Cloud infrastructure hosting (virtual servers), the managed 

PostgreSQL database, and the Redis data store for the LinkMCP platform.

c. Personal Data Processed. All platform data, including account data, request logs, 

and cached LinkedIn Data and contact data.

d. Location of Processing. Amsterdam, the Netherlands (AMS3 data center).

e. Transfer Mechanism. Data stored in the EEA. For any access from outside the 

EEA: EU-U.S. Data Privacy Framework and Standard Contractual Clauses 

(DigitalOcean Data Processing Agreement).

f. Security Certifications. SOC 2/3 Type II, Global PRP, PCI-DSS, HIPAA, DORA, 

CSA STAR Level 1; AMS3 colocation facility: ISO 27001, ISO 9001, ISO 22301, 

SOC 1/2, PCI-DSS.

1.2 Amazon Web Services

a. Entity Name. Amazon Web Services, Inc.

b. Purpose of Processing. Storage of encrypted backups of the LinkMCP database.

c. Personal Data Processed. All data in the LinkMCP database, in encrypted backups 

that are deleted after thirty (30) days.

d. Location of Processing. Stockholm, Sweden (AWS region eu-north-1).

e. Transfer Mechanism. Data stored in the EEA. For any access from outside the 

EEA: Standard Contractual Clauses (AWS GDPR Data Processing Addendum).

1.3 Sentry

a. Entity Name. Functional Software, Inc. d/b/a Sentry.



b. Purpose of Processing. Error tracking, performance monitoring, and application 

diagnostics, and session replays in the web application for users who accept them.

c. Personal Data Processed. User identifiers and technical diagnostics contained in 

error reports and performance traces (for example, page addresses, browser type, 

and request data, with passwords, tokens, cookies, and similar fields filtered, and 

without the request bodies of sign-in and LinkedIn connection requests), and session 

replays with all text and form inputs masked.

d. Location of Processing. Frankfurt, Germany (Sentry EU data region).

e. Transfer Mechanism. Data stored in the EEA. For any access from outside the 

EEA: EU-U.S. Data Privacy Framework and Standard Contractual Clauses (Sentry 

Data Processing Addendum).

f. Security Certifications. SOC 2 Type I and Type II, ISO/IEC 27001:2022.

1.4 Twilio SendGrid

a. Entity Name. Twilio Inc. (Twilio SendGrid).

b. Purpose of Processing. Delivery of transactional email, such as sign-in and email-

change codes, invitations, emails during the free trial, and service, usage, 

subscription, and scheduled-post notices.

c. Personal Data Processed. Recipient email addresses and names, and the content 

of the emails (for example, sign-in codes, the name of the connected LinkedIn 

account, and the first two hundred (200) characters of a scheduled post that could 

not be published).

d. Location of Processing. United States.

e. Transfer Mechanism. EU-U.S. Data Privacy Framework and Standard Contractual 

Clauses (Twilio Data Protection Addendum).



2. CORE SERVICE DEPENDENCIES & DATA ENRICHMENT

These subprocessors provide the LinkedIn connectivity and data capabilities that power the 

LinkMCP service. Unipile is always active for customers who connect a LinkedIn account 

and is the API infrastructure layer through which LinkMCP acts on LinkedIn on behalf of 

customers. When the result of a lookup is not in the cache, LinkdAPI answers lookups of 

LinkedIn posts, comments, and reactions, and ReverseContact answers lookups of LinkedIn 

profile and company data. Proxy Empire is used to fetch LinkedIn's public company and post 

pages. LeadMagic is used by the contact discovery tools (find_email, find_mobile, 

validate_email). These subprocessors are activated when customers use the tools that need 

them.

2.1 Unipile

a. Entity Name. UNIPILE SAS.

b. Purpose of Processing. LinkedIn connectivity. Unipile signs in to LinkedIn with the 

sign-in details that the user enters, either on the hosted connection page at 

auth.linkmcp.io, which Unipile operates for LinkMCP (used, for example, for trial 

accounts and for connection links), or on the connection page in the LinkMCP 

application, which forwards them to Unipile once, in memory. Unipile then maintains 

the user's LinkedIn session, carries out the LinkedIn actions and reads that the 

customer requests (including the publication of scheduled posts), and synchronizes 

the user's LinkedIn messages so that the messaging features work. LinkMCP does 

not store LinkedIn passwords or session cookies.

c. Personal Data Processed. LinkedIn sign-in details (email address and password, or 

session cookies), the IP address and browser type of the user at connection, the 

LinkedIn session, and the user's LinkedIn profile, messages, connections, invitations, 

posts, and search results, including the Personal Data of other LinkedIn members 

that they contain.

d. Location of Processing. France (Riorges). Unipile hosts its service data in France 

on Scaleway datacenters.



e. Transfer Mechanism. Processing within the EEA. Unipile routes LinkedIn traffic 

through network proxy providers in Israel (adequacy decision), the United States, and 

Singapore (Standard Contractual Clauses), as stated in Unipile's privacy policy.

f. Security Certifications. SOC 2 Type II, CASA Tier II (Google Cloud Application 

Security Assessment), DPA with EU SCCs. Encryption: AES-256-GCM at rest, TLS 

1.3 in transit.

g. Data Usage. Unipile does not use customer data to train models or for any purpose 

beyond providing the API service.

2.2 LinkdAPI

a. Entity Name. Droven Data Strategy LLC (d/b/a Renidly), the operator of LinkdAPI.

b. Purpose of Processing. Primary provider for lookups of the LinkedIn posts of 

people and companies, and of the comments and reactions on posts.

c. Personal Data Sent. LinkedIn identifiers of the people, companies, and posts looked 

up (for example, public profile names, member identifiers, and post addresses).

d. Data Received. Posts, comments, and reactions, with the names and LinkedIn 

identifiers of their authors.

e. Location of Processing. United States.

f. Transfer Mechanism. Standard Contractual Clauses (Renidly Data Processing 

Agreement).

2.3 ReverseContact

a. Entity Name. Reverse Contact (VISUM SAS).

b. Purpose of Processing. Provider for lookups of LinkedIn profile and company data.

c. Personal Data Sent. LinkedIn identifiers of the people and companies looked up (for 

example, public profile addresses).



d. Data Received. Public LinkedIn profile data (such as name, headline, work history, 

and education) and company data.

e. Location of Processing. Paris, France. Data stored in Google Cloud data centers in 

Belgium.

f. Transfer Mechanism. Processing within the EEA (no transfer required).

2.4 Proxy Empire

a. Entity Name. SWIFT SAAS LTD. (d/b/a ProxyEmpire).

b. Purpose of Processing. Residential proxy network through which the service 

fetches LinkedIn's public company and post pages.

c. Personal Data Processed. Encrypted (HTTPS) connections between LinkMCP and 

www.linkedin.com that carry the requested public pages. Proxy Empire can see the 

destination host name, but not the address of the page or its content.

d. Location of Processing. Burgas, Bulgaria (EEA). The proxy gateway is in the 

Netherlands, and the residential exit nodes can be in any country.

e. Transfer Mechanism. Processing by a provider established in the EEA. Traffic that 

passes through exit nodes outside the EEA stays encrypted end to end between 

LinkMCP and LinkedIn, and neither the provider nor the exit nodes can read it.

2.5 LeadMagic

a. Entity Name. Lead Magic Corporation.

b. Purpose of Processing. Email finding, phone number finding, and email validation 

for the contact discovery tools.

c. Personal Data Sent. First name, last name, and company name or domain (email 

finding); LinkedIn profile address or work email address (phone finding); email 

address (email validation).

d. Data Received. Email addresses, email validity status, and phone numbers.



e. Location of Processing. United States (Needham, MA) and other countries where 

LeadMagic or its subprocessors operate.

f. Transfer Mechanism. Standard Contractual Clauses (LeadMagic Data Processing 

Agreement).

g. Security Certifications. DPA with EU SCCs.

3. PAYMENT & BILLING

Always active. Stripe processes payment transactions on behalf of LinkMCP.

3.1 Stripe

a. Entity Name. Stripe, LLC.

b. Purpose of Processing. Payment processing and subscription billing on behalf of 

LinkMCP. Stripe collects and processes payment instrument details (e.g., credit card 

numbers) so that LinkMCP does not receive or store payment card information.

c. Personal Data Processed. Payment method details, billing name, billing address, 

email address, tax identification number (if provided), transaction history, and billing-

related data.

d. Location of Processing. United States (San Francisco, CA; global infrastructure).

e. Transfer Mechanism. EU-U.S. Data Privacy Framework and Standard Contractual 

Clauses (Stripe Data Processing Agreement).

f. Security Certifications. PCI-DSS Level 1, SOC 2 Type II, ISO 27001.

4. SUPPORT & OPERATIONS

Always active. These subprocessors are used by LinkMCP personnel to handle customer 

feedback and to receive internal notifications about accounts.



4.1 Linear

a. Entity Name. Linear Orbit, Inc.

b. Purpose of Processing. Tracking of feedback and bug reports that users submit 

through the service.

c. Personal Data Processed. The user's email address, the feedback text, and the 

context sent with it (which can contain LinkedIn Data that the user includes).

d. Location of Processing. United States.

e. Transfer Mechanism. Standard Contractual Clauses (Linear Data Processing 

Addendum).

4.2 Slack

a. Entity Name. Slack Technologies, LLC, or Slack Technologies Limited (Ireland) for 

accounts outside the United States and Canada.

b. Purpose of Processing. Internal notifications to LinkMCP personnel about sign-ups, 

LinkedIn connections, trials, subscriptions, usage milestones, and feedback.

c. Personal Data Processed. User email address, organization name, the name of the 

connected LinkedIn account, plan and usage details, and feedback text.

d. Location of Processing. United States.

e. Transfer Mechanism. EU-U.S. Data Privacy Framework and Standard Contractual 

Clauses (Slack Data Processing Addendum).

5. OTHER TRANSPARENCY DISCLOSURES

The following third-party providers are used for LinkMCP's own business operations, for 

which LinkMCP decides the purposes of processing. They are disclosed for transparency 

only. They do not process Customer Personal Data on behalf of customers in connection 

with the LinkMCP service and are not authorized subprocessors under the DPA.



5.1 Mercury

a. Entity Name. Mercury Technologies, Inc.

b. Purpose. Business banking and financial operations.

c. Location. United States.

5.2 Google Workspace

a. Entity Name. Google LLC.

b. Purpose. Business email (including the support address info@linkmcp.io) and 

document collaboration.

c. Location. United States.

5.3 Google Sign-In

a. Entity Name. Google LLC.

b. Purpose. User authentication via Google OAuth for account creation and sign-in, for 

users who choose it. Users can also sign in with a one-time code sent to their email 

address.

c. Location. United States.

d. Note. Google Sign-In processes user authentication data (name, email address, and 

profile picture) to enable account creation. This data is provided by the user and is 

not Customer Personal Data processed on behalf of the customer.

5.4 Google Analytics

a. Entity Name. Google LLC.

b. Purpose. Analytics of visits, sign-ups, and purchases on the LinkMCP website and 

web application. Google Analytics loads only after the visitor accepts analytics 

cookies in the cookie banner.



c. Location. United States and other countries where Google operates.

d. Transfer Mechanism. EU-U.S. Data Privacy Framework and Standard Contractual 

Clauses (Google Ads Data Processing Terms).

e. Note. Google Analytics processes data about visitors to the LinkMCP website and 

web application (such as IP address, browser and device information, pages visited, 

and cookie identifiers) for LinkMCP's own purposes, as described in the Privacy 

Policy. This data is not Customer Personal Data processed on behalf of the 

customer.

5.5 MailerLite

a. Entity Name. MailerLite, Inc.

b. Purpose. Sending LinkMCP's own emails to account holders, such as product news 

and updates and notices of changes to LinkMCP's legal documents. Recipients can 

unsubscribe from product news with the link in each email.

c. Location. European Union (Google Cloud data centers in the Netherlands and 

Germany). MailerLite, Inc. is established in the United States.

d. Transfer Mechanism. Standard Contractual Clauses (MailerLite Data Processing 

Agreement).

e. Note. MailerLite processes the email addresses of account holders, and data about 

the delivery of each email and about opens and clicks, for LinkMCP's own purposes, 

as described in the Privacy Policy. This data is not Customer Personal Data 

processed on behalf of the customer.

5.6 PostHog

a. Entity Name. PostHog, Inc.

b. Purpose. Product analytics on the LinkMCP website and web application (page 

views, clicks, heatmaps, and session replays), and analytics of events that 

LinkMCP's servers send about accounts (such as sign-up, the first request, and 



payments). PostHog starts without waiting for the visitor's choice in the cookie 

banner and stops in the browser when the visitor clicks "Reject".

c. Location. United States (PostHog US Cloud, hosted on Amazon Web Services).

d. Transfer Mechanism. EU-U.S. Data Privacy Framework (PostHog, Inc. is certified 

under the EU-U.S. Data Privacy Framework, including the UK Extension and the 

Swiss-U.S. Data Privacy Framework).

e. Note. PostHog processes data about visitors to and users of the LinkMCP website 

and web application (pages visited, clicks, session replays with all form inputs 

masked and email addresses and access keys removed, browser and device 

information, and an approximate location derived from the IP address, which 

PostHog does not store), linked for signed-in users to the user ID and account details 

but not to the name or email address, for LinkMCP's own purposes, as described in 

the Privacy Policy. Pages that show customer content (LinkedIn accounts, team 

members, scheduled posts, and the activity log) are recorded with all text masked, 

and the connection-link pages for persons who are not LinkMCP users are not 

recorded. Server events contain no tool arguments, LinkedIn Data, names, or email 

addresses. This data is not Customer Personal Data processed on behalf of the 

customer.

6. CHANGES TO THIS LIST

LinkMCP updates this list before a new or replacement subprocessor starts to process 

Personal Data on behalf of customers. LinkMCP gives at least fifteen (15) business days' 

prior notice of such a change by email to the email addresses associated with each 

customer's Account, as described in Section 5 of the DPA. A customer may object to the 

change on reasonable, data-protection-related grounds within that period by writing to 

info@linkmcp.io. Changes to Section 5 (transparency disclosures) and changes that do not 

add or replace a subprocessor (such as corrections of a location or of a description) are 

made by updating this list.


