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PRIVACY POLICY

Effective Date: 2026-03-31

This Privacy Policy describes how Third Person Systems LLC (d/b/a LinkMCP)
("LinkMCP," "we," "us," or "our") collects, uses, discloses, and protects Personal Data
when you access or use our website at https://linkmcp.io or https://app.linkmcp.io
(collectively, the "Website"), our MCP server product, APls, and related services
(collectively, the "Service"). By accessing or using the Service, you acknowledge that you
have read and understood this Privacy Policy.

1. INTRODUCTION

LinkMCP is an MCP server that gives Al assistants direct access to LinkedIn through API
endpoints. The Service operates as a self-service SaaS platform where users sign up via
Google OAuth, connect their LinkedIn account via LinkedIn OAuth, and receive an API key
for MCP access. We are committed to protecting the privacy of our users and being
transparent about how we handle Personal Data.

For the purposes of the EU General Data Protection Regulation ("GDPR"), Third Person
Systems LLC is the data controller. For the purposes of the California Consumer Privacy Act
("CCPA"), we are the business that determines the purposes and means of processing
Personal Data described in this Privacy Policy.

2. INFORMATION WE COLLECT

2.1 Account Information

When you create an account, we collect the following information:

a. Google Account Data. WWhen you sign up via Google OAuth, we receive your name,
email address, and profile picture from Google. We do not receive or store your
Google password.
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b. Linkedln OAuth Tokens. When you connect your LinkedIn account, we receive and
store OAuth tokens that authorize the Service to access LinkedIn on your behalf. We
never receive or store your LinkedlIn password.

c. API Keys. We generate and store API keys that authenticate your MCP access to
the Service.

2.2 Usage Data

We automatically collect certain information when you use the Service:

a. API Call Logs. We log the endpoint called, timestamp, and response status for each
API request made through the Service.

b. IP Addresses. We collect IP addresses associated with requests to the Service and
Website.

c. Browser & Device Information. When you visit the Website, we collect browser
type, operating system, referring URLs, pages viewed, and the date and time of each
visit.

2.3 Cached LinkedIn Data

The Service acts as a caching proxy for LinkedIn API responses. We cache LinkedIn data
with per-request-type time-to-live ("TTL") values to improve performance and reduce API
load. This cached data may include profile information, post content, comments, reactions,
connection lists, and other data returned by LinkedIn's API. After the applicable TTL expires,
the cached entry is treated as stale and is overwritten with fresh data upon the next API
request for the same resource. For example, post comments are cached for approximately
three (3) minutes. Stale entries that are not re-requested remain in our database until the
associated Account is deleted.

2.4 Payment Data

Payment processing for the Service is handled by Stripe, Inc. ("Stripe"), our third-party
payment processor. When you subscribe, Stripe collects and processes your payment
instrument details (e.g., credit card numbers) on our behalf. We do not collect, receive, or
store credit card numbers or other payment instrument details. We collect and store your
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billing name and billing address for invoicing and tax purposes. For information about how
Stripe handles your data, please refer to Stripe's privacy policy.

2.5 Information We Do Not Collect

a. LinkedIn Passwords. We use OAuth exclusively. Your LinkedIn password is never
transmitted to or accessible by our systems.

b. Credit Card Numbers. Stripe handles all payment processing. We never see,
receive, or store your credit card or other payment instrument details.

3. HOW WE USE YOUR INFORMATION

We use the Personal Data we collect for the following purposes:

a. Provide & Operate the Service. To create and manage your account, authenticate
API requests, connect your LinkedIn account, and deliver the functionality of the
Service.

b. Performance & Optimization. To cache LinkedIn API responses, monitor API

performance, and improve the speed and reliability of the Service.

c. Usage Analytics. To understand how users interact with the Service, measure
feature adoption, and inform product development.

d. Customer Support. To respond to your inquiries, troubleshoot issues, and provide

technical assistance.

e. Billing & Subscription Management. To manage your subscription, process
payments via Stripe, and provide invoices and receipts.

f. Communications. To send transactional messages (e.g., account confirmations,
security alerts, service updates) and, where you have opted in or where permitted by
law, marketing communications. You may opt out of marketing communications at

any time.

g. Security & Fraud Prevention. To detect, investigate, and prevent unauthorized

access, abuse, or other malicious activities.
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h. Legal Compliance. To comply with applicable laws, regulations, and legal
processes, and to enforce our terms and protect our rights.

Where the GDPR applies, we process Personal Data on the following legal bases: (i)
performance of a contract with you (providing the Service); (ii) our legitimate interests in
operating, securing, and improving the Service, provided those interests are not overridden
by your rights; (iii) your consent, where specifically requested; and (iv) compliance with legal
obligations.

4. HOW WE SHARE YOUR INFORMATION

We do not sell your Personal Data. We share Personal Data only in the following
circumstances:

a. Subprocessors & Service Providers. We engage third-party service providers who
process Personal Data on our behalf to help us operate and deliver the Service. A
current list of our subprocessors, including the categories of data processed and
processing locations, is maintained in our Subprocessor List, available at the URL
referenced in our Terms of Service ("TOS"). We require all subprocessors to maintain
appropriate security measures and to process Personal Data only as instructed by
us.

b. Stripe (Payment Processor). Stripe processes your payment information on our
behalf as our third-party payment processor. Stripe processes payment data in
accordance with its own privacy policy and PCI-DSS requirements.

c. LinkedIn. When you use the Service, your API requests are forwarded to LinkedIn
on your behalf using your OAuth tokens. LinkedIn processes that data according to
its own terms and privacy policy.

d. Professional Advisors. Lawyers, auditors, or insurers when necessary for legitimate
business purposes.

e. Legal & Safety. Competent authorities or other parties when required to comply with
law, respond to lawful requests, protect rights, or prevent harm.

f. Business Transfers. In connection with a merger, acquisition, financing, or sale of
assets involving Third Person Systems LLC, subject to confidentiality protections. In
such event, your Personal Data may be among the assets transferred.
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5. DATA CACHING & RETENTION

5.1 Cached Data

LinkedIn API responses are cached with per-request-type TTLs. After the applicable TTL
expires, the cached entry is treated as stale and is overwritten with fresh data upon the next
API request for the same resource. Stale entries that are not re-requested remain in our
database until the associated Account is deleted. Upon Account deletion, all cached data
associated with that Account is permanently removed.

5.2 Account Data

We retain your account information (name, email, profile picture, OAuth tokens, and API
keys) for as long as your account remains active. If you close your account, we will delete or
anonymize your account data within thirty (30) days, unless retention is required to comply
with legal obligations, resolve disputes, or enforce our agreements.

5.3 Usage Logs

API call logs and associated usage data are retained for a reasonable period necessary for
analytics, security monitoring, and debugging purposes. We periodically review and purge
usage logs that are no longer needed.

6. INTERNATIONAL DATA TRANSFERS

Third Person Systems LLC is a United States company incorporated in Wyoming. Our
infrastructure is hosted on DigitalOcean, with servers located in Frankfurt, Germany.
Depending on your location, your Personal Data may be transferred to and processed in the
United States, Germany, or other countries where we or our service providers operate.

Where Applicable Privacy Laws require cross-border transfer safeguards, we rely on an
adequacy decision, Standard Contractual Clauses ("SCCs"), or another valid transfer
mechanism recognized under applicable law. If you are located in the European Economic
Area ("EEA"), the United Kingdom, or Switzerland, your Personal Data will be transferred in
accordance with GDPR requirements.



(o) LinkMCP

7. DATA SECURITY

We employ administrative, technical, and organizational measures designed to protect
Personal Data from unauthorized access, alteration, disclosure, or destruction. These
measures include encryption of data in transit, access controls, secure OAuth token storage,
and regular security reviews. Despite our efforts, no method of transmission over the internet
or method of electronic storage is one hundred percent (100%) secure, and we cannot
guarantee absolute security.

8. YOUR RIGHTS UNDER GDPR

If you are located in the EEA, the United Kingdom, or Switzerland, you have the following
rights under the GDPR (or equivalent local law) with respect to your Personal Data:

a. Right of Access. You have the right to request confirmation of whether we process
your Personal Data and, if so, to obtain a copy of that data.

b. Right to Rectification. You have the right to request correction of inaccurate
Personal Data or completion of incomplete Personal Data.

c. Right to Erasure. You have the right to request deletion of your Personal Data,
subject to certain legal exceptions (e.g., compliance with legal obligations).

d. Right to Data Portability. You have the right to receive your Personal Data in a
structured, commonly used, and machine-readable format and to transmit it to
another controller.

e. Right to Restriction of Processing. You have the right to request that we restrict
processing of your Personal Data in certain circumstances, such as when you
contest the accuracy of the data.

f. Right to Object. You have the right to object to processing based on our legitimate
interests. We will cease processing unless we demonstrate compelling legitimate
grounds that override your interests. You may object to direct marketing at any time.

g. Right to Withdraw Consent. Where we process your Personal Data based on
consent, you may withdraw that consent at any time without affecting the lawfulness
of processing prior to withdrawal.
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h. Right to Lodge a Complaint. You have the right to lodge a complaint with your local
data protection supervisory authority if you believe our processing of your Personal
Data violates applicable law.

To exercise any of these rights, please contact us at info@linkmcp.io. We will verify your
identity before fulfilling your request and respond within the timelines required by applicable
law.

9. YOUR RIGHTS UNDER CCPA

If you are a California resident, you have the following rights under the CCPA:

a. Right to Know. You have the right to request disclosure of the categories and
specific pieces of Personal Data we have collected about you, the categories of
sources, the business purposes for collection, and the categories of third parties with
whom we share it.

b. Right to Delete. You have the right to request deletion of Personal Data we have
collected from you, subject to certain exceptions.

c. Right to Opt Out. You have the right to opt out of the "sale" or "sharing" of your
Personal Data. We do not sell Personal Data in the traditional sense of exchanging it
for monetary consideration. To the extent any disclosure of Personal Data to third
parties constitutes a "sale" or "sharing" under the CCPA, you may exercise your right
to opt out by contacting us at info@linkmcp.io.

d. Right to Non-Discrimination. We will not discriminate against you for exercising
any of your CCPA rights. We will not deny you the Service, charge you different
prices, or provide a different level of quality based on your exercise of privacy rights.

To exercise any of these rights, please contact us at info@linkmcp.io. We will verify your
identity before fulfilling your request and respond within forty-five (45) days, or as otherwise
required by applicable law.
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10. COOKIES & TRACKING

The Website uses only essential cookies that are strictly necessary for the Website and
Service to function properly. These include cookies for session management, authentication,
and security. We do not use third-party advertising or marketing cookies.

We may use basic, privacy-respecting analytics to understand aggregate usage patterns on
the Website. If we introduce non-essential cookies or tracking technologies in the future, we
will update this Privacy Policy and, where required by law, obtain your consent before
deploying them.

You can configure your browser to block or delete cookies. Note that blocking essential
cookies may impair the functionality of the Website and Service.

11. CHILDREN'S PRIVACY

The Service is not directed to children under sixteen (16) years of age, and we do not
knowingly collect Personal Data from children under sixteen (16). If we learn that we have
collected Personal Data from a child under sixteen (16), we will delete that data without
undue delay. If you believe a child has provided us with Personal Data, please contact us at
info@linkmcp.io.

12. THIRD-PARTY LINKS

The Website and Service may contain links to third-party websites or services, including
LinkedIn, Stripe, and others. We are not responsible for the privacy practices or content of
those third parties. Your interactions with third-party websites and services are governed by
their own privacy policies. We encourage you to review the privacy policy of any third-party
site you visit.

13. CHANGES TO THIS POLICY

We may update this Privacy Policy from time to time to reflect changes in our practices,
technology, legal requirements, or other factors. If we make material changes, we will post
the revised Privacy Policy on the Website and update the Effective Date above. We
encourage you to review this Privacy Policy periodically. Your continued use of the Service
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after the revised Privacy Policy becomes effective constitutes your acknowledgment of the

changes.

14. CONTACT US

If you have questions, concerns, or requests regarding this Privacy Policy or our privacy

practices, please contact us:
Third Person Systems LLC (d/b/a LinkMCP)
Email: info@linkmcp.io

Website: https://linkmcp.io
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